
Alexis Michael, DInfoSec (cand.)
BSc, MSc, MBA, CISSP, CISA, CEH, EDRP, Security+







• Darknet’, colloquially, refers to a distinct network supporting 
cryptographically hidden sites
• Appeared roughly in 2004

• While these tools are designed and intended to protect users from traffic 
analysis, which “threatens personal freedom and privacy, confidential 
business activities and relationships, they are also used by criminals 
operating online to protect their own freedom

• Darknets use unique software to allow use of the distributed network.
• Most popular: • Tor •  I2P • Freenet

• Tor architecture provides two services: 
• anonymous browsing (most popular - legitimate)
• hosting of anonymous information exchanges ( *.onion)

Darknet





Underground Markets - Categories

DeepLight Report, 2016



FILE SHARING 29% 

LEAKED DATA 28% 

FINANCIAL FRAUD 
 

12% 

NEWS MEDIA  10% 

PROMOTION  6% 

DISCUSSION FORUM  5% 

DRUGS  4% 

INTERNET/COMPUTING  3% 

HACKING  3% 

PORNO/FETISH  1% 

WEAPONS 0.3% 

OTHER 0.1% 

 

DeepLight Report 2016

Legal

Illegal

Out of 29 500 sites examined







Dell SecureWorks – UG Markets Report (2016)









• YOU ARE A TARGET - Take all necessary measures to protect your 
organizational environment 

• Measures are not only of technical nature – Security is everyone’s 
responsibility

• Create a security culture within your organization - Overall 
organizational security is only as strong as the weakest link

• IT is NOT Information Security and security is NOT just IT

• Make sure your Information Security team monitors these 
underground markets

How can I protect my organization?
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